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Disclaimer

The views expressed in this presentation and in the following panel discussions and
workshops are the personal opinion of the authors and should not be understood as

being made on behalf of or reflecting the position of EMA or one of its committees or
working parties.

Acknowledgements

We would like to acknowledge the significant contribution made by Ms. Ruth
Zonanashvili to the development of process mining at the European Medicines Agency

and her key role as founding member and Secretariat to the Working Group of Process
Mining.

Process Mining Camp 2023 | TU Eindhoven | 21 June 2023




EUROPEAN MEDICINES AGENCY

Content

1. Building process mining capability: a case study from EU organisations

2. Process mining for enterprise-wide, data-driven risk identification and assessment
to strengthen risk-based auditing

3. Process mining challenges beyond technical aspects

Process Mining Camp 2023 | TU Eindhoven | 21 June 2023
D EEEEERERERERREB



EUROPEAN MEDICINES AGENCY

1. Building process mining capability: what ecosystem
exists in EU bodies?

;nfdfrhation

. ’ Security
Beyond the use of technical approaches, 7 offieer .
capacity building or capacity development " Data specialists

“._Ethics Officer
(owners, experts) N .

refers to the process of strengthening over
time organisations’ and people’s skills,

A ' ,'/Process p speciali ; owner, “‘
abllltIeS and kn0W|ed96. ‘ 'gpecialists ‘ Process miner IT dpe::o:;ie(nt& :
. “ (ownhers, experts) mainten?'nce)
Both at enterprise and local levels, the Lo b
effective deployment and use of ‘process Data protect? N Y VB
mining’ throughout an organisation rely on {| @ ‘eontrollers i
several stakeholders. °at5*rct8" o Legal Officer

m{ ?ta processors

:
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1. Building process mining capability: what possible

models exists in EU bodies? T

Process owners I'ﬁternal Controlleys Internal
Reliance on internal ‘ LemTTTe | Process Miners ; controllers
. iy A Process Specialists
expertise /Data Specialists\ N 7
! \ \ See_ o ,//
Subject Matter Expert . erTer-s i
Process Miners Pr\ocess Specialists R
Data Speciali R It Data Specnal|3t§
FraRpeas Te--T Process Specialists
. ; \
IT Specialists | 'Process Miners |
Internal Auditors’ )
Centralised R Decentralised
model TreeeT model
,~~ Data Specialists
Pro'c'ess Miners \‘
! Internal Audjtors | - Several EU organisations
Internal Controllers / - Different expertise
\ 7 .
' Process Spe(;'rélists - Sharing of knowledge
S A and experience
Working Group on Process Mining
Best practices sharing

with external parties ¥
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2. Applying process mining: what about enterprise-
wide, data-driven risk identification and assessment?

Process model

(theoretical) [t case] Reallie propess n Process Mining is a set of data
analytics techniques and tools,
supporting:

Process visualisation

 Process discovery

« Conformance checks
« Performance analysis

« Risk visualisation and
identification
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2. Applying process mining: what about enterprise-
wide, data-driven risk identification and assessment?

: GOVERNING BODY

S
o Accountability to stakeholders for organizational oversight

Management Board

<4 - European Court of
Auditors (ECA)

- Other external

Governing body roles: integrity, leadership, and transparency

auditors
Executive Director
. MANAGEMENT
and Executive Board ) ; _G i INTERNAL AUDIT
Achons (including managing ns)ito Independent assurance
achieve organizational objectives
First line roles: Second line roles: Third line roles: L H
Provision of Expertise, support, Independentand | |
products/services monitoring and objective assurance i
to clients; challenge on and adviceon all 1 1
managing risk risk-related matters matters related to | |
the achievement 1 1
of objectives 1
E H i
iy iy ’E AF-AUD |
I
KEY: Accountability, reporting Delegation, direction, Alignment, gommunication
resources, oversight coordination, collaboration Internal Audit Service
»  (IAS) of the European
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2. Applying process mining: what about enterprise-
wide, data-driven risk identification and assessment?

Management Board ;4-":
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products/services monitoring and objective assurance i
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2. Applying process mining: what about enterprise-
wide, data-driven risk identification and assessment?
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2. Applying process mining: what about enterprise-
wide, data-driven risk identification and assessment?
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2. Applying process mining: to enterprise-wide risk
identification and assessment to strengthen risk-based
auditing

STRATEGIC/
REPUTATIONAL
ISO 31000: Risk = Effect of uncertainty on objectives ) operaTIONAL
FINANCIAL
LEGAL &

ISO 31000: Risk Management Framework

REGULATORY

Set of components that provide the foundations and
organisational arrangements for designing, implementing,
monitoring, reviewing and continually improving risk
management throughout the organisation

PRIVACY

PROJECT

IT

Risk Categories
Q000000
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2. Applying process mining: to enterprise-wide risk
identification and assessment to strengthen risk-based

auditing B

Scope, Context, and
Criteria
\/

Risk Assessment
Risk Identification ‘
Risk Analysis 7 ‘

5 Risk Evaluation ‘

Communication and Consultation

Recording and Reporting

&

\

MB3IAY pue Huliojiuop
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2. Applying process mining: to enterprise-wide risk
identification and assessment to strengthen risk-based

auditing B

Scope, Context, and
Criteria
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Risk Assessment
Risk Identification ‘
7 Risk Analysis : J

- Risk Evaluation B
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Recording and Reporting
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2. Applying process mining to enterprise-wide risk
identification and assessment: key drivers

Decreased manual handling

Increased use and analysis of data (e.g., big data)

Increased digitalisation - digital transformation

Increased use of process-related data generated by IT systems
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2. Applying process mining to enterprise-wide risk
identification and assessment: how?

Designed
process X

Data source e e R
IT systems “ w ITS 3 ITS n

Data extraction through

N~
connectors - -
IT audit trails | 1T @udit I IT audit IT audit Process map
trails — trails

Automation

(actual process)

?

Data Event-related data Event I
transformation  used for the process flow

logs

i@

Process mining
applications
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2. Applying process mining to enterprise-wide risk
identification and assessment to strengthen risk-based

auditing: how?

STRATEGIC/
REPUTATIONAL

C OPERATIONAL

Q Risk Identification
FINANCIAL

LEGAL &

ﬂ Risk Assessment and Evaluation
REGULATORY

@ Avoiding Overlapping and Duplication of Controls
PRIVACY

le Providing Standards for Feedback and Guidance

PROJECT

IT

Risk Categories
@000000
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2. Applying process mining to enterprise-wide risk
identification and assessment: how?

Process 1 -

1T
V!
!
Vol
Ll
Ll
b STRATEGIC/
Y REPUTATIONAL
- !
!
! :20) OPERATIONAL
1
1
e q Risk Identification
| (%]
' -] FINANCIAL
| 5
Il _____________ ﬂ Risk Assessment and Evaluation on
3 LEGAL &
3] REGULATORY
[ = )
@ Avoiding Overlapping and Duplication of Controls —*m
o= PRIVACY
” "d Providing Standards for Feedback and Guidance
PROJECT
B
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2. Applying process mining to enterprise-wide risk
identification and assessment: how?
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2. Data-driven enterprise-wide risk assessment to
strengthen risk-based auditing

l Create Purchase Requisifon l
1
Audit universe = auditable entities/ .
areas and respective processes ) . \
Auditable entities and [ Rasiyze Puschss Requison ]

Overview processes visualized in _ A )
Business Business Area Audit Topic / .

Area process map generated with

F1 Finance Billing and Accounts Receivable Assui [ Amend Puchase RequisiSon y \
1

P2 Finence Acounts Feyoble sso Process mining applications

F3 Finance Banking Assure
Fa Finance Aged Debtors Assurance 1 e G P ]
F5 Finance Suppliers Assurance

F6 Finance Expenses (including Credit Cards) Assurance

Craate Aaquast for Quatation Reguaster ]

Finance Treasury Assurance 1 /
People New Starters Assurance
People Leavers (Including Movers) Assurance
People Payroll Assurance
People Training (including Induction) Assurance Andyze Request for Quotasion
People Performance Management Assurance 14
People Employee Satisfaction Assurance - .
c > Information Technology Backups \
-_g E Information Technology Patching and Vulnerabilities
g E Information Technology Network Securit Assurance Amend Requast uotation Regquester Armand Faqust ke m';"r-w'-ﬂ-‘m)- J [ Serd ‘*N-'M'Cf'-‘lw-\xﬂ o Supplier J
Sy Information Technology Assurance
Chs Information Technology Internet Flomtoring Assurance
Business Area Topic 1 Strateqy
Business Area Topic 2 Strategy
Business Area Topic 3 Third Party / Supplier Caale Qw'.a!or:wlroan-xﬂ Map ]
Business Area Topic 4 Third Party / Supplier
Business Area Topic 5 Operations
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2. Applying process mining to enterprise-wide risk
identification and assessment to strengthen risk-based
auditing: key benefits

Data-driven

and enterprise- patt(l\a/lr?wg;cg';nds

wide analysis of ~ Efficient year- and identify

risks, patterns ' en-year deviations on
and trends . comparison of critical process
based on processes

steps
processes

N
N
Potential
_ \ automated use
Risk-based of audit trails to
selection of produce event o
audit , logs and tl
engagements ' visualise actual

\

processes
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3. Process mining challenges beyond technical aspects

;nfdfrhation

. . . . -~ security
Process Mining includes innovative tools 7 officer
and techniques that are continuously ’ : . ethice O
improved and adapted to current technical ( s '
needs. ,
:"ProceISS ,/( i“]’ specialistél (owner, ‘I
E specialists |  Process miner | development &

But there are more challenges beyond S (R /  malntengnce)

. gy w v O | \\\ ’// ,"
mere technicalities... pata proteitfor) N

coordinatots Internal Internal
l ® ‘\Q?ntrollers Audit0|:§,/’

Data ction (- -7 Legal Officer
O
m;; E ? ta processors
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Which ethical considerations have to be made before
using data in process mining?

Challenges

 Avoiding staff discrimination by ¢
colleagues/management T &
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Which ethical considerations have to be made before
using data in process mining?

Challenges Possible approaches
« Avoiding staff discrimination by « Sharing information and findings on a
colleagues/management strict need-to-know basis
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Which ethical considerations have to be made before
using data in process mining?

Challenges Possible approaches
« Avoiding staff discrimination by « Sharing information and findings on a
colleagues/management strict need-to-know basis

« Multidisciplinary team involving ethic’s
experts (HR, staff committee) when
planning process mining projects
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How can data protection and privacy be ensured in
process mining?

Challenges

« Compliance with EU DPR and other
legislation regarding privacy and data

protection T
« Right of data subjects —
— X
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How can data protection and privacy be ensured in
process mining?

Challenges Possible approaches

« Compliance with EU DPR and other « Data protection by design (e.g.,
legislation regarding privacy and data anonymisation of data)
protection

« Right of data subjects
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How can data protection and privacy be ensured in
process mining?

Challenges Possible approaches

« Compliance with EU DPR and other « Data protection by design (e.g.,
legislation regarding privacy and data anonymisation of data)
protection

« Sharing information and findings on a
« Right of data subjects strict need-to-know basis
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How can data protection and privacy be ensured in
process mining?

Challenges Possible approaches

« Compliance with EU DPR and other « Data protection by design (e.g.,
legislation regarding privacy and data anonymisation of data)
protection

« Sharing information and findings on a
« Right of data subjects strict need-to-know basis

« Multidisciplinary team involving
information security and data
protection experts when planning
process mining projects
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How can we ensure the availability and accessibility of
logs?

Challenges

« Limited availability of logs needed for
process mining projects

« Access restrictions of security logs for
IT systems making them inaccessible
for process mining projects

« Achieving the correct balance of
transparency and security
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How can we ensure the availability and accessibility of
logs?

Challenges Possible approaches
« Limited availability of logs needed for « Communication of importance of access
process mining projects and potential benefits of process
mining

« Access restrictions of security logs for
IT systems making them inaccessible
for process mining projects

« Achieving the correct balance of
transparency and security
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How can we ensure the availability and accessibility of
logs?

Challenges Possible approaches
« Limited availability of logs needed for « Communication of importance of access
process mining projects and potential benefits of process
mining

« Access restrictions of security logs for
IT systems making them inaccessible Transparency on data use and
for process mining projects objectives

« Achieving the correct balance of
transparency and security
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How can we ensure the availability and accessibility of
logs?

Challenges Possible approaches

« Limited availability of logs needed for « Communication of importance of access
process mining projects and potential benefits of process

« Access restrictions of security logs for mining
IT systems making them inaccessible « Transparency on data use and
for process mining projects objectives

« Achieving the correct balance of « Involvement of data owners in design
transparency and security of process mining

Process Mining Camp 2023 | TU Eindhoven | 21 June 2023



‘

EUROPEAN MEDICINES AGENCY

How can we ensure the availability and accessibility of
logs?

Challenges Possible approaches

« Limited availability of logs needed for Communication of importance of access
process mining projects and potential benefits of process

« Access restrictions of security logs for mining
IT systems making them inaccessible

Transparency on data use and

for process mining projects objectives
« Achieving the correct balance of « Involvement of data owners in design
transparency and security of process mining

« Limited access to logs on a strict need-
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How can we resolve the lack of recognition of added
value from process mining in process performance?

Challenges

« Limited understanding of process '

mining capabilities

« Resistance to change
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How can we resolve the lack of recognition of added
value from process mining in process performance?

Challenges Possible approaches
« Limited understanding of process « Raising awareness and trainings on
mining capabilities process mining for process and data

. Resistance to change specialists (owners, experts)
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How can we resolve the lack of recognition of added
value from process mining in process performance?

Challenges Possible approaches
« Limited understanding of process « Raising awareness and trainings on
mining capabilities process mining for process and data

. Resistance to change specialists (owners, experts)

« Involvement of process mining experts
in future process or IT system
developments
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Any questions?

Further information

franck.diafouka@ema.europa.eu

Official address Domenico Scarlattilaan 6 « 1083 HS Amsterdam « The Netherlands

Telephone +31 (0)88 781 6000
Send us a question Go to www.ema.europa.eu/contact

Follow us on % @EMA_News
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