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Disclaimer

The views expressed in this presentation and in the following panel discussions and 
workshops are the personal opinion of the authors and should not be understood as 
being made on behalf of or reflecting the position of EMA or one of its committees or 
working parties.
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1. Building process mining capability: what ecosystem 
exists in EU bodies?

Beyond the use of technical approaches, 
capacity building or capacity development 
refers to the process of strengthening over 
time organisations’ and people’s skills, 
abilities and knowledge.

Both at enterprise and local levels, the 
effective deployment and use of ‘process 
mining’ throughout an organisation rely on 
several stakeholders.

Data specialists 
(owners, experts)

Data protection 
coordinators 

Data controllers

Data processors
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1. Building process mining capability: what possible 
models exists in EU bodies?

Reliance on internal 
expertise

Best practices sharing 
with external parties

Centralised 
model

Decentralised 
model

- Several EU organisations
- Different expertise
- Sharing of knowledge 

and experience

Working Group on Process Mining

Process Miners

Process Miners

Process Miners

Process Miners

Process Miners

Process Specialists 

Process Specialists 

Process Specialists 

Subject Matter Expert

Data Specialists
IT Specialists

Data Specialists

Internal Controllers

Internal Auditors

Data Specialists

Internal Controllers

Process Specialists 

Internal Auditors

Data Specialists

Centre of Excellence
Process owners

Internal 
auditors

Internal 
controllers
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2. Applying process mining: what about enterprise-
wide, data-driven risk identification and assessment?

Process Mining is a set of data 
analytics techniques and tools, 
supporting:

• Process discovery

• Conformance checks

• Performance analysis

• Risk visualisation and 
identification
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2. Applying process mining: what about enterprise-
wide, data-driven risk identification and assessment?

Source: based on three lines model issued by the Institute of Internal Auditors

Executive Director 
and Executive Board

Management Board

- European Court of 
Auditors (ECA)

- Other external 
auditors

AF-AUD

Internal Audit Service 
(IAS) of the European 

Commission
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2. Applying process mining: what about enterprise-
wide, data-driven risk identification and assessment?

Source: based on three lines model issued by the Institute of Internal Auditors

Process mining for 
discovery and 

performance analysis

Executive Director 
and Executive Board

Management Board

- European Court of 
Auditors (ECA)

- Other external 
auditors

AF-AUD

Internal Audit Service 
(IAS) of the European 

Commission
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2. Applying process mining: what about enterprise-
wide, data-driven risk identification and assessment?

Source: based on three lines model issued by the Institute of Internal Auditors

Process mining for 
compliance and 

performance analysis

Executive Director 
and Executive Board

Management Board

- European Court of 
Auditors (ECA)

- Other external 
auditors

AF-AUD

Internal Audit Service 
(IAS) of the European 

Commission
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2. Applying process mining: what about enterprise-
wide, data-driven risk identification and assessment?

Source: based on three lines model issued by the Institute of Internal Auditors

Executive Director 
and Executive Board

Management Board

- European Court of 
Auditors (ECA)

- Other external 
auditors

AF-AUD

Internal Audit Service 
(IAS) of the European 

Commission

Process mining for 
compliance, 

performance analysis, 
and risk visualisation 

and identification

Process Mining Camp 2023 | TU Eindhoven | 21 June 2023



2. Applying process mining: what about enterprise-
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2. Applying process mining: to enterprise-wide risk 
identification and assessment to strengthen risk-based 
auditing

ISO 31000: Risk = Effect of uncertainty on objectives

ISO 31000: Risk Management Framework 

Set of components that provide the foundations and 
organisational arrangements for designing, implementing, 

monitoring, reviewing and continually improving risk 
management throughout the organisation
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• Decreased manual handling

• Increased use and analysis of data (e.g., big data)

• Increased digitalisation à digital transformation

• Increased use of process-related data generated by IT systems

2. Applying process mining to enterprise-wide risk 
identification and assessment: key drivers
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2. Applying process mining to enterprise-wide risk 
identification and assessment: how?

Process map 
(actual process)
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2. Applying process mining to enterprise-wide risk 
identification and assessment: how?
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2. Applying process mining to enterprise-wide risk 
identification and assessment: how?

Process 2

Process 1
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2. Applying process mining to enterprise-wide risk 
identification and assessment: how?

Process n…

Process 1

Process 2
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Audit universe = auditable entities/ 
areas and respective processes

Auditable entities and 
processes visualized in 

process map generated with 
process mining applications

2. Data-driven enterprise-wide risk assessment to 
strengthen risk-based auditing
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Data-driven 
and enterprise-
wide analysis of 
risks, patterns 

and trends 
based on 
processes

Risk-based 
selection of 

audit 
engagements

Efficient year-
on-year 

comparison of 
processes

Potential 
automated use 
of audit trails to 
produce event 

logs and 
visualise actual

processes 

Monitor 
patterns/trends 

and identify 
deviations on 

critical process 
steps

2. Applying process mining to enterprise-wide risk 
identification and assessment to strengthen risk-based 
auditing: key benefits
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Data specialists 
(owners, experts)

Data protection 
coordinators 

Data processors

3. Process mining challenges beyond technical aspects

Process Mining includes innovative tools 
and techniques that are continuously 
improved and adapted to current technical 
needs.

But there are more challenges beyond 
mere technicalities…
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Which ethical considerations have to be made before 
using data in process mining?

Challenges

• Avoiding staff discrimination by 
colleagues/management
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Which ethical considerations have to be made before 
using data in process mining?

Challenges

• Avoiding staff discrimination by 
colleagues/management

Possible approaches

• Sharing information and findings on a 
strict need-to-know basis 

• Multidisciplinary team involving ethic’s 
experts (HR, staff committee) when 
planning process mining projects
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How can data protection and privacy be ensured in 
process mining?

Challenges

• Compliance with EU DPR and other 
legislation regarding privacy and data 
protection

• Right of data subjects
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How can data protection and privacy be ensured in 
process mining?

Challenges

• Compliance with EU DPR and other 
legislation regarding privacy and data 
protection

• Right of data subjects

Possible approaches

• Data protection by design (e.g., 
anonymisation of data)

• Sharing information and findings on a 
strict need-to-know basis 

• Multidisciplinary team involving 
information security and data 
protection experts when planning 
process mining projects
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How can we ensure the availability and accessibility of 
logs?

Challenges

• Limited availability of logs needed for 
process mining projects

• Access restrictions of security logs for 
IT systems making them inaccessible 
for process mining projects

• Achieving the correct balance of 
transparency and security
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How can we ensure the availability and accessibility of 
logs?

Challenges

• Limited availability of logs needed for 
process mining projects

• Access restrictions of security logs for 
IT systems making them inaccessible 
for process mining projects

• Achieving the correct balance of 
transparency and security

Possible approaches

• Communication of importance of access 
and potential benefits of process 
mining

• Transparency on data use and 
objectives

• Involvement of data owners in design 
of process mining 

• Limited access to logs on a strict need-
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How can we resolve the lack of recognition of added 
value from process mining in process performance?

Challenges

• Limited understanding of process 
mining capabilities

• Resistance to change
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Possible approaches

• Raising awareness and trainings on 
process mining for process and data 
specialists (owners, experts)

Challenges

• Limited understanding of process 
mining capabilities

• Resistance to change

How can we resolve the lack of recognition of added 
value from process mining in process performance?
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Possible approaches

• Raising awareness and trainings on 
process mining for process and data 
specialists (owners, experts)

• Involvement of process mining experts 
in future process or IT system 
developments

Challenges

• Limited understanding of process 
mining capabilities

• Resistance to change

How can we resolve the lack of recognition of added 
value from process mining in process performance?
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Any questions?

franck.diafouka@ema.europa.eu

Official address Domenico Scarlattilaan 6  ● 1083 HS Amsterdam  ● The Netherlands
Telephone +31 (0)88 781 6000
Send us a question  Go to www.ema.europa.eu/contact

Further information

Follow us on @EMA_News

mailto:franck.diafouka@ema.europa.eu

